
Chapter 7 — Social Media

Purpose

To address the fast- changing landscape of the Internet and the way residents communicate and
obtain information online, the City uses social media to reach a broader audience, to further

the City' s mission and goals of outreach, and engage in public dialogue. The City encourages the

use of social media to further the goals of the City and its departments. Social Media use may

result in the creation of public records that must be managed like other records.

Social Media as a Public Record

Ideally, staff would only post information that exists elsewhere in the City Records Archive, or

that does not rise to the level of a public record. As a matter of policy, no unique content
should be conveyed through social media.  However, because of its very nature, comments

received about your posts may rise to the level of a public record and therefore need to be

retained according to the City General Records Retention Schedule ( OAR 166- 200). The

following policy is to guide City employees, officers, elected officials, volunteers, and advisory
boards, committees and their members using Social Media in the performance of authorized

work for the City.

1.   Definitions

a.   " Department" means a department, office, commission, committee, board,

advisory group, or other organizational unit created by the City of Lake Oswego.

b.  " Confidential information" includes, but is not limited to, any information,

documents, recordings, or otherwise that is exempt from public disclosure under
ORS § 192. 501, 192. 502, ORS 646. 461 or other applicable state or federal law.

c.   " Public record" includes, but is not limited to, a document, book, paper,

photograph, file, sound recording or machine readable electronic record,

regardless of physical form or characteristics, made, received, filed or recorded in

pursuance of law or in connection with the transaction of public business, whether
or not confidential or restricted in use. ( ORS § 192. 005)

d.  " Site" means a social media account maintained by the City of Lake Oswego.

e.  " Social Media" means interactive tools, software or applications that allow social

interaction between persons for content sharing, often in a collaborative manner.

Interactive tools come in many forms including, but not limited to: websites, RSS,

blogs, wikis, photo- sharing, video- sharing, podcasts, social networking, virtual
worlds and micro- blogs.

2.   Record Retention

a.   Each department must maintain and preserve records in compliance with Public

Records Law, ORS 192. 410. et seq.  Under the Public Records Law, the City is
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required to maintain records for the period provided in the retention schedule for
each type of record.  Departments have record retention schedules for their

records and must ensure compliance as necessary.

The IT Department uses Archive Social to automatically capture social media
content. This requires IT to have the social media account' s details. These items

are stored for 10 years.  If a record with a longer retention is created on or with a
social media account, the record must be captured in Laserfiche.

Employees engaged in on- the- job social media activities should acquaint

themselves with their department' s record retention schedules and preserve
records in accordance with those schedules. The Public Records Law applies

whether the site is hosted by the City or a third party provider. While some public

records are not required to be kept longer than needed for current purposes,

many records must be preserved and employees must follow the record retention
schedules for covered records.

b.   Departments must treat those records that must be preserved as follows:

i.     Any posted original content that constitutes a City record and that is
not preserved and retained elsewhere in compliance with the

appropriate City retention schedule must be captured by the

department and retained according to the appropriate schedule and

media preservation requirements.

ii.     Any posted content that is a copy of a City record that exists in
another location does not need to be preserved, provided that the

original content is being retained in compliance with the appropriate

City retention schedule and media preservation requirements.

Department employees should verify the retention of the original
record to ensure compliance with the appropriate retention schedule.

iii.     Any posted content that is required to be retained only as long as

needed or superseded may be deleted when no longer needed. ( See

department record retention schedules.)

3.  Using Social Media

a.   Departments must notify IT and the CRO when creating a social media site.

Notification should include a statement of the planned usage, expected content,
and the names of employees authorized to administrate the social media site.

b.  The Department that opens a social media account is responsible for maintaining

the account itself and ensuring compliance with the City' s Municipal Code,

Charter, and all applicable policies.
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c.   Departments must use a City email address to join the social media site opened
by the department. Using the City' s email address will ensure:

i.     Personal and professional communications are separated;
ii.     The City can back up public conversations because of the City' s

ownership and control of the City' s e- mail address;
iii.     The City can access the social media site when the employee is on

vacation or otherwise away from the office or leaves employment

with the City.
iv.     The City and its constituents will have evidence that the social media

site is legitimately the City' s ( versus rogue sites that are generated

from private e- mail addresses).
d.   Departments must provide the login credentials to the Chief Technology Officer

CTO).

e.  The CTO must add the site to The City social media archiving application, Archive
Social.
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