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September 2022

Dear Fellow Records Managers,

Thank you for the investment of time you make on a regular basis to properly

preserve and make available the City of Lake Oswego' s records. Good stewardship

of the city' s administrative, historical, legal, and financial records in accordance

with state- mandated record retention schedules for city government records

assists both the public and your colleagues in accessing important documents,

and helps us comply with state public records laws.

I hope that this resource, along with periodic records management training

provided by the City Recorder' s Office, will be valuable assets in your records
management responsibilities.

Sincerely,

few

Kari Linder

City Recorder
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Forward

Purpose

To help staff identify, maintain, and preserve information that is prepared, owned, used, or
retained that relates to an activity, transaction, or function necessary to satisfy the legal, fiscal,

historical, and administrative policies, requirements, or needs of the City of Lake Oswego

City"). This is a summary of the standards by which the City operates. The City reserves the

right to change these procedures at any time.

POLICY- RECORD COPY RETENTION

Records with Permanent Retention

The City Recorder, or designee, with the assistance of the Records Management Specialist, shall

preserve all permanent records. The City Recorder' s team shall work with departments to

determine the best way to preserve the permanent records and ensure they are available for
research and review by city elected officials, staff, and the public. This shall include moving
records into Laserfiche.

Records Repository

Laserfiche shall be the repository for all City records in accordance with OAR 166- 017- 0025 ( see
chapter 5).

Destruction of Records

The State of Oregon Administrative Rules ( OAR) sets the minimum retention periods for how
long records are kept and when they can be destroyed.  No record copy will be destroyed

without the written authorization of the department director and the City Recorder' s Office
CRO).

Changing the Assigned Retention Period in the Oregon Administrative Rules

No record shall be destroyed before the time period assigned in the retention schedule.

The department director and City Recorder shall authorize any written request to keep a

record of any format longer than the time required for retention. The request should include

the justification for retention past the schedule designated by the State Archives Division.

Merging Records from More than One Department

Departments with the longest retention per the OAR schedule shall be responsible for

gathering, maintaining, and delivering of all the related records.
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Authority

The City is required to manage its records in accordance with ORS 192 and City policies.  Each

department, and employee, of the City is responsible for managing the department' s records.
This includes compliance with the retention, storage, and destruction policies for those records.

The City' s Records Management Policies and Procedures pertains to all public records residing

on servers, hard drives, e- mail systems, any digital media, and in paper filing systems. It applies

to all City officials, permanent and temporary employees ( including interns and seasonal staff),
volunteers, contractors, and consultants.

Records Management Program Overview

This program provides requirements and procedures, regardless of the medium, to create and

preserve the documentation for all City transactions. The records retention schedule contains

the only approved guidelines authorizing the retention and disposition of City records. The
creation of new disposition instructions or changes shortening the current disposition

schedules shall not be made without prior approval from the Archivist of the State of Oregon.

While managing electronic records, it is important to understand the distinction between
documents and records.

Documents are formatted information that can be accessed and used by a person. They have a

beginning and an end and may be represented through any medium.  Regardless of format,

documents serve the purpose of conveying information.

Records are documents that have been set aside as evidence and protected from alteration or

change.  In paper, " being set aside" means placing a document into a shelf/ box- based filing

system from which it can be retrieved. With digital technologies, the same result is achieved by

transferring an electronic document from an operational environment into a record keeping

system. The City of Lake Oswego uses Laserfiche for electronic storage and management.

The term " Public Record" means any information that:

A) Is prepared, owned, used or retained by a state agency or political subdivision;

B) Relates to an activity, transaction or function of a state agency or political
subdivision; and

C) Is necessary to satisfy the fiscal, legal, administrative or historical policies,

requirements or needs of the state agency or political subdivision.

See Appendix A— Glossary for a complete explanation of records management related terms
used in this Procedures Manual.
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Chapter 1 - Responsibilities

Purpose

This chapter identifies specific functions to assist staff in meeting responsibilities of the records

policy.

Record Creators/ Owners

Employees and staff liaisons receiving public record material from outside the City are

responsible for the public record. If you are not sure of the importance or ownership, check

with your Department Records Managers ( DRM), supervisor, or the City Recorder' s Office. Be

aware that the " official record" might not reside with the person who created it.

Minimum requirements of staff:

a.   Create, receive, and maintain official records in a manner that provides adequate

and proper documentation and evidence of the City' s activities.

b.   Manage records and information in accordance with applicable statutes,

regulations, and records policies.

c.   Maintain records in such a way that allows for electronic access and retrieval.

d.  Securely maintain records and information to protect the legal, confidential, and

financial rights of the City and public affected by City activities.

e.  Safeguard City records and information against unlawful removal or destruction,
whether deliberate or unintentional.

f.   Process and file records in accordance with City Recorder' s policies.

g.   Follow instructions for transferring records to ensure that required

documentation is neither lost nor altered during the transfer.

h.   Dispose of records and information per the records retention schedule upon

approval of the department manager and the City Recorder' s Office.

i.    Ensure that an appropriate storage device ( e. g. Laserfiche) is selected to retain
documentation.

Department Records Manager ( DRM)

Each department will assign the duty of DRM to an individual knowledgeable of the functions

performed by the department. The DRM will assist in making the appropriate determinations
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regarding records management issues. In addition, the DRM will handle unresolved department
records management issues, and coordinating with the CRO. As a minimum, the DRM:

a.  Ensures that internal department procedures are established that allow all
authorized users access to department records.

b.  Reviews procedures to ensure department records are identified and retained by

City personnel.

c.  Reviews new department functions, or changes to existing functions, to ensure all

recordkeeping requirements have been identified.

d.  Periodically reviews the procedures being used by originators of records to ensure

that records management principles are being properly applied.

e.  Coordinates with staff the timely transfer of eligible records to an approved
Electronic Management System.

The City Recorder' s Office (CRO)

Responsible for establishing a records management program designed to control records from

creation to disposition, and for developing and furnishing records policies. Specifically, the CRO:

a.   Formulates, directs, and coordinates the records management program.

b.   Develops uniform records guidelines.

c.   Reviews records management practices and recommends appropriate action to improve

procedures when needed.

d.   Develops, conducts, and/ or coordinates briefings and training programs for employees
involved in records management activities.

e.  Serves as an advisor to the DRMs and originators of records to resolve any and all
records management issues.

f.   Serves as City liaison with Oregon Secretary of State ( SoS) on any matters relating to
records management.

g.   Conducts ongoing City internal evaluations of the records management program and

inventory.

h.   Provides annual reminder to all employees of the records policies.
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i.    Ensures records storage facilities used to store city records comply with Oregon
Administrative Rules.

All Staff

All employees are responsible for:

a.   Complying with records policies, or initiating policies that are at least as restrictive and

comprehensive as the records policies;

b.  Adhering to the records policies;

c.   Working collaboratively to address issues with the DRM;

d.  Seeking guidance from their supervisor or DRM when in doubt about the

implementation of a specific records policy;

e.   Familiarizing themselves with any special requirements for accessing, protecting and

utilizing data, including ORS 192. 502 ( Oregon' s public record law) requirements,

copyright requirements, and procurement sensitive data; and

f.   Ensuring that all City records remain in the custody of the proper authority.

Management

Management Officials/ Supervisors shall:

a.   Ensure staff participation in the development and adherence of the records policies.

b.   Ensure all City staff attend records management training.

c.   Inform staff of their responsibilities, including the communication of policy information.

d.   Be responsible for ensuring that all City records in the custody of departing staff have

been transferred or properly disposed of in accordance with records policies.
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Chapter 2 - Creating Records

Purpose

The purpose of this chapter is to help distinguish personal papers and informational materials

from public records, and to explain the requirements, applications and impact of non-

compliance of public records laws.

Public Records of the City

Under state law a public record is any information that is:

A) Prepared, owned, used or retained by the City;

B) Related to an activity, transaction or function of the City or one of its
subdivisions; and

C) Is necessary to satisfy the fiscal, legal, administrative or historical policies,

requirements or needs of the City or one of its subdivisions.

The form of the information, where, or how it was created, does not affect its status as a public

record. Thus, a text on your personal cell phone, or a document created on your home

computer, is still a public record if it meets the criteria listed above.

Records and Personal Papers

Occasionally, during the course of conducting business, personal papers are created or

received. Since these papers do not document official functions performed, they are not public

records. All employees shall clearly designate those papers as personal, and maintain

separately from the records of the office.  Personal papers should not be filed and maintained

with City records.  For electronic information it means saving the private information in a
separate electronic file that does not contain any City Records; and for the paper records, it

means placing the information in a separate physical folder. If personal papers are filed and

maintained with City records, then they are subject to public records law and will be reviewed

in response to any official public records requests for the records with which they are interfiled.

If information about private matters and department business appears in the same document,

the document should be copied at the time of receipt, with the personal information
deleted/ marked out.

Informational Material and Records

As a general rule, informational material that is not evidentiary in nature is not a City record.

Most of the material received from other offices will be for informational purposes only and the

sender maintains the record. If the receiver takes action on the material, as part of the required

functions performed by the City, this material could become a City record.
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For example, the Council Digest, maintained on a weblog, is informational material for

individuals reviewing the material. The record is maintained by the originator and not the

Digest contributor. If, however, an employee is required to perform a function as a direct result

of an item such as responding to a citizen' s request on the City' s website, that item could

become a record for the department assigning the task to the employee.

Records Creation Requirements

Public laws, regulations, policies, and procedures govern requirements for creation and

maintenance of public records. Your department is responsible for reviewing and evaluating

the information that you are creating.

The records schedule describes records generated by our organization. In the event that
information is created and cannot be found in these schedules, it must be reported through the

DRM to a supervisor or to the CRO so that it can be added to the retention schedule if

necessary. Depending on the information' s current and future worth, action will be initiated to
add, delete, or change the information described in the schedules.

Application

When records are created, regardless of the media used, the following concepts must be

applied at the time of creation to determine the retention period, or create a new retention

category:

a.   Original Signatures: The requirement for an original signature to be placed on

the record will be determined by the type of record being created. This will

include both the legal and operational consequences of not being able to

produce an original signature. Record copies of all correspondence containing
statements of policy will contain an original signature of the official authorized to

direct the policy. As a general rule, the requirements established by the City

program being administered will dictate if an original signature is required.

Questions regarding whether an original signature is required should be

addressed to the person responsible for the City program and/ or the City
Attorney' s Office. An original signature is not limited to ink from a pen. As

technology has advanced, methods for using electronic signatures have been
established. Approvals for the use of electronic signatures on records will be

required internally from the responsible director for the department, City legal

counsel, or the City Manager' s Office. This process will be updated as
technology changes. Consult the City Attorney' s Office for information on

current best practices.

b.   Date: The record will be dated the day it was signed or finalized unless another

date is indicated on the document.  For example, a document may be signed one

day and recorded later. The recording date would be the record date for most
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purposes.

c.   Evaluation: The owner reviews the content of the record to ensure that it is

accurate, complete, and satisfies fiscal, legal, administrative, or historical

policies, requirements, or needs of the City. The content is then evaluated in

terms of its current and future worth to the City to determine how long this
record should be kept by the City.

d.  Value Assignment: As information is being created, or when it is received from

outside the City, the owner/ receiver should review the records schedule, and
select the description that best identifies the information. Once the information

has been identified and categorized, the appropriate disposition instructions

found in the schedules should be applied, and that record properly filed in the

appropriate system with the appropriate metadata as specified by an indexing

procedure, typically an associated Laserfiche workflow.  If the record could be

placed in two different records retention categories, the owner/ receiver shall

choose the category with the longest retention period.

e.   Exceptions to the Secretary of State Retention Schedule: Departments may
determine that it is valuable to retain a record series longer than the state

schedule requires. In such cases, the department head will submit a request to

the CRO naming the series, note how long the series should be kept, and provide

a brief justification for the requested schedule. Records may not in any case be

kept for less time than required by the state.

Impact of Non- Compliance of Records Management

Failure to follow the approved records management policy impacts the City' s ability to

systematically make complete and accurate documentation to:

protect the legal and financial rights of the City and of individuals directly
affected by its activities;

preserve institutional memory so that informed decisions are possible and thus

facilitate action by City officials and their successors in office; and,

comply with State public records and retention laws and/ or other oversight
agencies.

Properly following the approved records schedule can also protect the City during public
records requests. By systematically maintaining and disposing of City documentation in

accordance with the approved records retention schedule, the City can demonstrate that

documents are created and disposed of properly. Following these guidelines reduces the
amount of time needed to retrieve the documentation and/ or defend the disposal of

unavailable requested information.
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Chapter 3 - Maintenance and Use of Records

Purpose

Once a record has been created, it must be properly filed, retained as long as needed, and

disposed of appropriately. Unless each member of the organization is able to quickly locate and

retrieve a record when it is needed, the process used for maintaining records is not meeting the

needs of the organization. The process of managing needed information begins with the

originator or creator. Employees must follow department procedures, or check with their

immediate supervisor or DRM to determine the preferred method for maintaining records in
your office.

Records Maintenance

The following minimum requirements will be adhered to by all departments:

a.  All records created by City departments ( to include contractors performing
functions for the City) are the property of the City. Procedures will be

established to ensure that the record is maintained under the general

supervision of the CRO and in accordance with the City- unique records schedule.

b.  City records will be maintained in a manner which facilitates the easy retrieval of
the information when needed.

c.   All department procedures and servers will be reviewed periodically, at least

annually, to ensure that:

i.     only authorized records are being maintained,
ii.     the appropriate storage method has been selected, and

iii.     records that are no longer of value according to the City- unique records

schedules have been properly disposed of in accordance with instructions

contained in these procedures.

Maintenance Procedures

To meet the above minimum requirements, folders have been created in Laserfiche that mirror

the State' s prescribed City General Records Retention Schedule in order to facilitate retrieval of

information and automation of filing activities.

Departments should take steps to move their work from the network folders to Laserfiche.

Simply migrating content to Laserfiche will meet minimum records retention requirements, but

will be less useful than a purposeful migration that includes assigning the appropriate
metadata.  It is important to delete network content when it has been captured in Laserfiche.

This will reduce costs, confusion, and duplication. Consult with the IT department to plan and
execute a migration of department records to Laserfiche.

Page 9 of 33



Annually, after the fiscal year, a report of records ready for destruction will be sent to DRMs.
This is to be reviewed and returned to the records management specialist per the guidelines in

chapter 4.  During this time it is recommended that departments evaluate their information

systems and emails, and, either, purge non- record content or migrate the item to Laserfiche.

Shared Drives

The City' s shared drives ( i. e. the K drive or common P) allow authorized users to access and

share files. While a useful tool, shared drives are not recordkeeping systems and should not be

used to store records.  If being used to share documents or provide quick access, the items

should be immediately deleted after use or retrieval from the shared drive. This is to prevent

unnecessary storage and server costs, prevent duplication of information, prevent inadvertent

editing on outdated information, and lastly to control record copies for responding to public

records requests.  Using the shared drive limits access and limits accurate response to public

records requests. Searching on shared drives becomes tedious and ineffective with large
collections. The shared drive should only be used if it is the most effective way to facilitate
work efforts and not as storage.

To ensure access and proper management and disposition, records should be uploaded and

shared through Laserfiche, and then deleted from the network to prevent duplication.

Every effort to address backlog of records on shared drives must be made. To ensure no loss of

information, and to ease server maintenance, please work with the IT department to transfer
records from the shared drive to Laserfiche.

Particular sections of structured data may best be addressed with a special project.  If folders
and file names contain all required metadata, Laserfiche automation may enable a faster, and
more thorough compilation of Laserfiche metadata.  Please work with the Records

Management Specialist to address special scenarios or structured data imports.
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Chapter 4 — Disposition of Records

Purpose

Disposition is an integral part of records management and is the third and final stage of the life

cycle of records.  Disposition is also the responsibility of the originator or their successors, and

must follow the retention schedule, unless provisions have been allowed for as noted in

Chapter Two.  Most records accumulating in the City are primarily used to accomplish the City' s

daily mission, are temporary in nature, and do not merit permanent storage.  Maintaining

records beyond the established retention period can put the City at risk. Only a litigation hold
can override the approved disposition authority. By ensuring records are properly stored,

disposed or transferred, the City will achieve effective and efficient disposition.

Preparing for Transfer of Records

Records should be closed, cut off, or broken into groups, at regular intervals, usually annually at
the close of the fiscal or calendar year or at the close of a project, to permit their disposal or

physical transfer in complete blocks. City employees must prepare their paper office records at
regular intervals to be scanned and destroyed.  Recommended steps include:

a.  Normally, correspondence files are grouped at the end of the business cycle (fiscal or

calendar) in which they accumulated.

b.  Project files are normally closed when final action is taken by the decision maker.

c.  Non- record materials do not require cutoffs, but should be purged periodically, at

least annually, and in accordance with the needs of the office.

d.  Cutoff or closed dates are needed before City disposition instructions can be applied,

because retention periods usually begin with the cutoff date, not with the creation or

receipt, of the records.  Ideally this is captured metadata.  For example, contracts are
cut- off or closed when the contract term has expired. This is captured as a field of

metadata called " contract completion date."

e.  This process is critically important during any activity that impacts the organization,

including but not limited to: reorganization, a legal proceeding, public records request,
and employee transfers or terminations.

Request for Disposition Authority

For backlog items, or items not managed with Laserfiche, the above information will be used to
complete the Records Destruction Request form, which is available in Laserfiche and on the

Records Management intranet site. Once the form is completed and reviewed and approved by
the Department Head, the DRM will forward the request to the CRO for approval.  Once the

CRO has approved records destruction, the records will be destroyed and the form stored in

Laserfiche for retention.
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For Items stored in Laserfiche, the below process will be used to identify, assess, and dispose
record content.

Summary of Responsibilities

RMS is responsible to generate a report, by department, of records available for
destruction. The report will include all available metadata and related record retention

series number along with a section to note the approvals.
RMS will deliver the report to the DRM for evaluation.

DRM is responsible for obtaining timely approval for destruction from the department

head. Any items to be excepted from destruction shall have a notation for the hold.
Once review is complete, the DRM shall deliver the report to the CRO for approval.

CRO shall review all approved destruction items to ensure proper cataloging and

consistent application of retention. Once completed, CRO shall notify RMS to proceed
with destruction.

RMS shall destroy items in accordance with approval, and add the destruction hold
notations to the appropriate documents. ( Note: Once destroyed, the entries will no

longer exist, but all related metadata will remain. This is to support searching efforts.  If

a destroyed entry is found we can confidently end the search as the item no longer
exists.)

Guidance on Transfers of Paper Files to Storage

With few exceptions, paper records scanned into Laserfiche do not need to be retained, and

therefore do not need to be transferred. Original recorded instruments should be kept in paper
form permanently and may be transferred to the Records Center. These would be transferred

to the appropriate county, and electronic copies would be kept in Laserfiche. Currently, original

wet ink signature IGA' s are being kept in hard copy and maintained in the Records Center.

When executed, deliver the document to the records management specialist. Existing records
with a retention requirement of fewer than three years may not need to be scanned and may

be stored until the retention period is met.

Disposal of Temporary Records

Temporary and transitory records are those determined by the Secretary of State to be

disposable, or nonpermanent. The Secretary of State approves (during the records schedule

development phase) such records for destruction. Many temporary records are determined to
be eligible for destruction when no longer needed in an office to conduct current business.
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Chapter 5 - Electronic Records

Purpose

The regulations governing the creation, maintenance, use, and disposition of City records apply
to all electronic recordkeeping systems including electronic mail correspondence ( e- mail).

These regulations also give departments direction for management, preservation, and storage

of electronic records and e- mail correspondence. In addition, these regulations govern the

conversion of paper records to electronic records, set forth a migration process, and specify
that a scanned document shall be considered an original document for records retention and

inspection purposes. Specifying that scanned documents are original documents ensures the

preservation of, and access to, authentic city records in a timely, efficient, accessible, and cost
effective manner.

Electronic Records as Originals Policy

This policy allows all records captured in Laserfiche to be deemed an original for the purpose of

retention and inspection of those records. A transcript, exemplification or certified copy of any

such reproduction shall be deemed a transcript, exemplification or certified copy of the original.

For public records with a retention period of less than three years, departments may choose to

keep only a hard copy and avoid creating an electronic version.

Public records in hardcopy form with a retention period of three to ninety-nine years, shall be
converted to electronic records for retention. The electronic record shall be retained as the

original once the hardcopy is scanned and it is verified that the image was actually captured into

Laserfiche with sufficient indexing information or taxonomy to allow for proper retention and
future retrieval of the record.

Public records with a permanent retention period or a retention period of more than ninety-nine

years will be scanned and converted to electronic records. Originals may be stored by the

department as a convenience copy. If the document was created electronically, it is not

necessary to create a paper or microfilm copy.

Records posted to third party cloud computing or social media websites may be considered public
records; see chapter six on Social Media for direction.

a.   Each department shall establish procedures to identify which electronic records and e-

mails constitute evidence of the department' s organization, functions, policies,

decisions, procedures and essential transactions.

i.     Not everything stored on a City computer or server meets the definition of a
record" for retention purposes. Departments possess other electronically stored

information that, although not a record, is discoverable in the event of litigation, or

that may be subject to disclosure for a public records request.

Page 13 of 33



ii.     The focus of this policy is limited to those electronic documents, e- mails, or data
collections that a department consciously regards as evidence of that department' s

functions, policies, decisions, procedures and essential transactions of the

agency."

b.   Each department shall establish procedures to identify the record copy of its electronic
records and e- mails, and assign record keeping responsibilities to specific positions.

i.     Electronic records and e- mails are easily copied and distributed. Responsibility

for record copy must be assigned by departments.

ii.     Department management must identify which position within the department is

responsible for maintaining that department' s official City records and ensuring
that assigned roles are understood.

iii.     Departments must establish procedures to remove convenience copies regularly
from individual or network drives.

c.   Each department shall establish procedures to ensure that electronic correspondence

e- mail) is properly managed and retained.

i.     E- mail as public records

E- mail messages that fall under the Correspondence category constitute

public records and are subject to disclosure under Oregon Public Records

Law. City employees are responsible for identifying and managing their job-

related e- mail correspondence in compliance with the City retention

schedule, this set of policies, as well as department procedures.

Employees should not send City related e- mails from personal email
accounts.  If employees receive e- mails related to City business in their

personal e- mail accounts, they should reply to the sender not to use that

account and include their City e- mail in the CC of the reply so that both the

initial e- mail information and their reply is captured by the City E- mail

System. If employees use non- City e- mail accounts for correspondence
related to City business, not only are those communications public records

and subject to discovery and/ or disclosure, but the entire e- mail account may

be subject to public inspection.  By default, e- mails are archived by the City

for a period of three years.  If information from an e- mail is required to be

retained longer, it should be stored in Laserfiche based on its content, such

as the project file, related recorded instrument, or meeting minutes, by the

user. This can be achieved by assigning the appropriate metadata template
to the email file.
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ii.     Authenticity and Context of E- mail Records

E- mail messages must be maintained in a manner that preserves contextual

information ( metadata) and authenticity. An authentic e- mail record should

completely and accurately document the activity to which it pertains. It is

unacceptable to save only the text in the body of the message and none of
the sender/ recipient information or attachments. Complete e- mail records

must include, at a minimum, all of the following elements, as applicable:

Recipient( s), including any group list members
Sender

Subject Line

Text of message itself

Time and date sent

Complete attachment( s), which should be included in full

iii.     E- mail accessibility and search ability

E- mail messages, including any attachments, must remain accessible and
reproducible during their entire retention period. The messages must be

searchable by multiple data elements, including sender, recipient( s), date

sent or received, subject line, as well as by the text of the message itself and

any attachments.

iv.     Working within the e- mail application

It is each user' s responsibility to identify and manage their job- related e- mail

records in compliance with City retention policy and department procedures

for maintaining record copy electronic records.

To prevent the loss of record copy e- mails, users must actively manage their

incoming and outgoing correspondence. E- mail applications are intended to

be used as message delivery systems, rather than record storage systems.

Maintaining messages in the e- mail application for a short time allows users
to retrieve the message for reference or for replying or forwarding. However,
no retention rules are applied to the messages and access is restricted to the

holder of the e- mail account. For these reasons, any e- mails that need to be

retained for longer than 3 years must be actively managed per department

procedure.

d.   Departments, with assistance from the CRO and the IT Department, shall establish

procedures to ensure that electronic records and e- mails are maintained in a storage
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environment that complies with the authenticity, access, retrieval, retention and
destruction requirements.

The CRO recognizes two compliant methods of managing City electronic records and e- mails.

They are described below as Laserfiche and E- mail Storage Procedures. Departments must use

both of these methods to comply with City recordkeeping requirements.

Summary of Responsibilities

Department managers must ensure that employees are trained to identify and manage

electronic records and e- mails related to their job responsibilities.

Each City employee is responsible for categorizing and maintaining electronic records

and e- mails related to their job responsibilities and routinely cataloging those records

using the department' s approved storage method.

The CRO must provide regular training in electronic records and e- mail management,

including the use of approved electronic recordkeeping systems, or other storage
methods.

The CRO must ensure continued preservation and access, in compliance with State

requirements, to permanent- retention electronic records and e- mails within its

electronic recordkeeping system.

Laserfiche - Electronic Records Management System ( ERMS)

The City uses Laserfiche to securely manage records in accordance with State requirements.

Upon receiving appropriate training from the CRO, departments must use Laserfiche to manage
all record copies of documents and other records that must be retained in accordance with the

State' s City General Records Retention Schedule.  Documents are to be moved to Laserfiche in a

timely manner.  Implementation of Laserfiche within a department is preceded by user training

in public records responsibilities, basic records and e- mail management principles, electronic

filing system guidelines, and instructions on integrating the system with department business

practices.

Approved Electronic Record and E- Mail Storage Procedures

Transitory or Convenience Copy Electronic Records and E- mails:
Convenience copies and non- record electronic documents should not be stored, but

rather should be purged from network drives as soon as their reference value has

expired. Departments must establish procedures to monitor and regularly delete such
information.

Record copy e- mails are not to be stored in personal folders. Departments and

individuals are not to use the e- mail application' s " archiving" function to manage record
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copy e- mails because this function merely moves the e- mails to another unmanaged
environment.

When users send or receive e- mails that are either transitory, or for which they are not

responsible for retaining the record copy, they should delete them immediately. To

prevent the loss of e- mails, users must actively manage their incoming and outgoing
correspondence.

Storage for Electronic Records and E- mails with a Retention Period Shorter Than 3 Years:

1. Department Business Applications

Certain departments use specialized software applications for specific business

functions, such as accounting, building, police, and municipal court. Departments may

store record copy electronic records with a retention period of less than three years

within such a system provided that the system ( with human intervention, if necessary):

Is backed up daily by IT in accordance with the Information Technology
Department' s policies and procedures.

Can retrieve the authentic record — with its contextual information and

metadata intact— for the entire retention period.

Can identify, retrieve, and delete records that have reached the end of their
retention period.

Can document how these conditions are achieved.

2. Removable Media

Removable media, such as CDs, DVDs and flash drives are not appropriate for storing

record copy electronic records. Departments shall not use them for that purpose.

3. Emails

By default, the city IT Department maintains all emails for 3 years, excepting certain

positions. The City Attorney and City Manager accounts are retained for 5 years. This
may not meet department retention needs.

Storage for Records with a Retention Period Three Years or Longer:

Departments that intend to use department business applications to store record copy

electronic records or e- mails with retention periods of longer than three years should

work with their department record manager to ensure they are in Laserfiche as the

official record copy. Alternatively, items may be stored for longer than three years on
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the department business application if the above requirements are met, the items

stored are retrievable in formats designated as retainable by the State Archives Division
Rule 166- 017- 0045( 4) (. tif 6. 0, . mp3, . mp4, etc.), and is a Department of Defense

5015. 2- STD compliant application.

Permanent Records

Oregon law requires records with a retention period of 100 years or longer to be retained in

hard copy or on microfilm for the entire scheduled retention period.  However, the City has
been granted an exception to 166- 017- 0045( 2) per a 166- 017- 0045( 3) petition and approval by
the state archivist. Therefore, these records will be stored electronically in Laserfiche, per 166-

017- 0045(4) requirements. All documents shall be stored under the proper classification as

specified in the City' s General Retention Schedule.

In accordance with OAR 166- 017- 0050( 2)( d),  digital imaging system storage media shall be
inspected annually. This inspection will be done by IT staff to determine whether the digital image
needs to be transferred to another medium.
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Chapter 6 — Mobile Devices

Purpose

Mobile Devices have dramatically changed the way cities conduct business.  Business normally
handled by telephone conversations or email, are now conducted by text messaging, or other

text-based communication. The City encourages efficient use of technology to further the

City' s goals, including mobile devices.  It is important to remember that public records and
records retention is based on content, and not conveyance medium.

Retaining Records Created on a Mobile Device

Each department must maintain and preserve records in compliance with Public Records Law,

ORS 192. 410. et seq.  Under the Public Records Law, the City is required to maintain records for

the period provided in the retention schedule for each type of record, irrespective of medium
or conveyance.  Departments have record retention schedules for their records and must

ensure compliance as necessary.

Employees using mobile devices to conduct City business should acquaint themselves with their

department' s record retention schedules and preserve records in accordance with those

schedules. While some public records are not required to be kept longer than needed for

current purposes, many records must be preserved and employees must follow the record
retention schedules for covered records.

It is recommended that records created with a mobile device should be captured and stored in

Laserfiche. This could be via screenshot, forward, or other method of transfer such as direct

download to a city computer. Text messages will need special consideration. While most

messages will not rise to the level of record, they are still subject to public records request. A

City Mobile Device could be provided to frequent users to avoid intermingling of personal and

public data.

A text message record should completely and accurately document the activity to which it

pertains. It is unacceptable to save only the text in the body of the message and none of the
sender/ recipient information or attachments. Complete records must include, at a minimum,

all of the following elements, as applicable:

Recipient( s), including any group list members
Sender

Subject Line

Text of message itself

Time and date sent

Complete attachment( s), which should be included in full
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Chapter 7 — Social Media

Purpose

To address the fast- changing landscape of the Internet and the way residents communicate and
obtain information online, the City uses social media to reach a broader audience, to further

the City' s mission and goals of outreach, and engage in public dialogue. The City encourages the

use of social media to further the goals of the City and its departments. Social Media use may

result in the creation of public records that must be managed like other records.

Social Media as a Public Record

Ideally, staff would only post information that exists elsewhere in the City Records Archive, or

that does not rise to the level of a public record. As a matter of policy, no unique content
should be conveyed through social media.  However, because of its very nature, comments

received about your posts may rise to the level of a public record and therefore need to be

retained according to the City General Records Retention Schedule ( OAR 166- 200). The

following policy is to guide City employees, officers, elected officials, volunteers, and advisory
boards, committees and their members using Social Media in the performance of authorized

work for the City.

1.   Definitions

a.   " Department" means a department, office, commission, committee, board,

advisory group, or other organizational unit created by the City of Lake Oswego.

b.  " Confidential information" includes, but is not limited to, any information,

documents, recordings, or otherwise that is exempt from public disclosure under
ORS § 192. 501, 192. 502, ORS 646. 461 or other applicable state or federal law.

c.   " Public record" includes, but is not limited to, a document, book, paper,

photograph, file, sound recording or machine readable electronic record,

regardless of physical form or characteristics, made, received, filed or recorded in

pursuance of law or in connection with the transaction of public business, whether
or not confidential or restricted in use. ( ORS § 192. 005)

d.  " Site" means a social media account maintained by the City of Lake Oswego.

e.  " Social Media" means interactive tools, software or applications that allow social

interaction between persons for content sharing, often in a collaborative manner.

Interactive tools come in many forms including, but not limited to: websites, RSS,

blogs, wikis, photo- sharing, video- sharing, podcasts, social networking, virtual
worlds and micro- blogs.

2.   Record Retention

a.   Each department must maintain and preserve records in compliance with Public

Records Law, ORS 192. 410. et seq.  Under the Public Records Law, the City is
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required to maintain records for the period provided in the retention schedule for
each type of record.  Departments have record retention schedules for their

records and must ensure compliance as necessary.

The IT Department uses Archive Social to automatically capture social media
content. This requires IT to have the social media account' s details. These items

are stored for 10 years.  If a record with a longer retention is created on or with a
social media account, the record must be captured in Laserfiche.

Employees engaged in on- the- job social media activities should acquaint

themselves with their department' s record retention schedules and preserve
records in accordance with those schedules. The Public Records Law applies

whether the site is hosted by the City or a third party provider. While some public

records are not required to be kept longer than needed for current purposes,

many records must be preserved and employees must follow the record retention
schedules for covered records.

b.   Departments must treat those records that must be preserved as follows:

i.     Any posted original content that constitutes a City record and that is
not preserved and retained elsewhere in compliance with the

appropriate City retention schedule must be captured by the

department and retained according to the appropriate schedule and

media preservation requirements.

ii.     Any posted content that is a copy of a City record that exists in
another location does not need to be preserved, provided that the

original content is being retained in compliance with the appropriate

City retention schedule and media preservation requirements.

Department employees should verify the retention of the original
record to ensure compliance with the appropriate retention schedule.

iii.     Any posted content that is required to be retained only as long as

needed or superseded may be deleted when no longer needed. ( See

department record retention schedules.)

3.  Using Social Media

a.   Departments must notify IT and the CRO when creating a social media site.

Notification should include a statement of the planned usage, expected content,
and the names of employees authorized to administrate the social media site.

b.  The Department that opens a social media account is responsible for maintaining

the account itself and ensuring compliance with the City' s Municipal Code,

Charter, and all applicable policies.
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c.   Departments must use a City email address to join the social media site opened
by the department. Using the City' s email address will ensure:

i.     Personal and professional communications are separated;
ii.     The City can back up public conversations because of the City' s

ownership and control of the City' s e- mail address;
iii.     The City can access the social media site when the employee is on

vacation or otherwise away from the office or leaves employment

with the City.
iv.     The City and its constituents will have evidence that the social media

site is legitimately the City' s ( versus rogue sites that are generated

from private e- mail addresses).
d.   Departments must provide the login credentials to the Chief Technology Officer

CTO).

e.  The CTO must add the site to The City social media archiving application, Archive
Social.
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Chapter 8 — Vital Records

Purpose

The purpose of a vital records program is to ensure the ready availability of vital records
needed for the continued operation of essential functions in the event of a national or regional

emergency.

Definitions

Vital records are those records essential to the continuity of City activities under national or

regional emergency conditions. Vital records document the essential functions of the City for

the duration of an emergency and comprise of records necessary for the mobilization and

protection of material and manpower resources, services, and systems; the maintenance of

public health, safety, and order; and the conduct of essential civil defense activities. Vital
records are divided into two categories:

a. Emergency Operating Records are records that define the basic organization, its

directives, regulations, and emergency procedures.  Examples of these records include

the Emergency Preparedness Plan and Continuity of Operations Plans - list of recovery

staff, system backups, and emergency preparedness plans.

b.  Rights and Interests Records are records that are essential for the preservation of

legal rights and interests of individual citizens and the City. Examples of these records

are personnel security files, official personnel files, and valuable research records. The
CRO and Human Resources ( HR) are responsible to ensure that these records are

adequately protected and available in an emergency situation.

City Recorder' s Office Responsibilities
The CRO will:

a.   Provide assistance in preparing Laserfiche folders and managing security

provisions for safeguarding vital records.
b.  Assist in the transfer of vital records to Laserfiche.

c.   Develop and publish guidelines necessary for protection and maintenance of

vital records, along with a list of City records series which cover vital records.
d.   Provide for the safeguarding of proprietary information in cooperation with the

IT Department.

Procedures

The CRO, in consultation with the Emergency Operations Center ( EOC), Incident Commander,

HR and IT Departments will:

a.  Inventory and identify all vital records and determine which records would be

needed to support City functions under emergency conditions. These records may cover
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the organization, assignment of specific duties and responsibilities, delegation of

authority, succession to command, and related emergency readiness matters.
b.  Review vital records for adequacy and completeness.
c.  Migrate the vital records to Laserfiche.
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Chapter 9 — Employee On- boarding

Purpose

The purpose of this policy is to clearly define the roles and responsibilities of supervisors and

employees relating to the management and protection of records and information when an

employee joins the City. As a public organization, The City has greater requirements for record

keeping than a typical private enterprise.  Education, training, and reinforcement are critical in

ensuring The City is meeting its record obligations.

Application

This policy governs all City permanent and temporary employees, including interns and

seasonal staff.  Employees shall be given access to this policy for review with the understanding

that adherence is consistent with the City' s commitment to responsible stewardship of its
records and information assets.

Official Responsibilities

Supervisor

While ultimately the responsibility of the department head, the supervisor, as the direct hire' s

immediate source for information and training, is responsible for their particular staff' s

adherence to The City' s records polices. The supervisor shall:
a. Notify the IT department and CRO of new hires;
b. Ensure employee has dedicated time to review and address provided materials;
c. Ensure employee is trained on department specific recordkeeping practices;
d. Ensure policy compliance and understanding by periodic reviews with the

employee

City Records Officer

Once informed of a new hire the CRO shall:

a.   Provide supervisor and new hire with this policy and records training materials from
the SoS

b.   Regularly update training materials per SoS guidelines
c.   Remind supervisors of duty to ensure compliance of The City' s records policies for all

employees

d.   Follow- up with supervisors to ensure training has occurred and the new hire
understands their responsibilities.

Employee

The new employee, once in receipt of this policy and other training materials, shall:
a.   Review this policy and training materials from the CRO;
b.   Be familiar with department specific retention practices. This could be

accomplished with training and consultation with DRMs;
c.   Seek out advice and explanation in understanding this policy and their responsibility;
d.   Understand the requirement to regularly purge non record data; and
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e.  Stay up to date on department and city records practices.

Chapter 10 — Employee Departure

Purpose

The purpose of this policy is to clearly define the roles and responsibilities of supervisors and

employees relating to the management and protection of records and information when an

employee permanently leaves the City or transfers to a new position within the City.

Compliance with this policy is consistent with the City' s commitment to responsible
stewardship of its records and information assets.

Depending on the terms of departure, the supervisor shall make every effort to work with the

departing employee to identify agency records in their custody. Supervisors must require

terminated employees to turn over all public records to the City immediately upon termination.
Access to City public records and computer systems must cease immediately upon termination

of the employment relationship. Supervisors should verify that all City records have been
identified and transferred to a department records liaison or reassigned to an appropriate

employee.

Records may not be removed from the City' s custody or destroyed in a manner inconsistent

with the procedures established in the Policy and Procedures Manual.  Any intentional

destruction or removal of records may lead to a criminal conviction under Oregon law.

Although agency records may not be removed, departing employees may request copies of

records under Oregon' s public records law through the City' s Public Records Requests

procedures. Occurrences of unauthorized records destruction or removal from departmental

custody without appropriate approval should be reported immediately to the departing

employee' s supervisor and the CRO, as well as the City Attorney.

Application

This policy governs all City permanent and temporary employees, including interns and
seasonal staff.  Employees shall be given access to this policy for review with the understanding

that adherence is consistent with the City' s commitment to responsible stewardship of its
records and information assets.

Official Responsibilities

Employee

The departing employee ( if available) shall ensure:

a.  Timely notification of impending departure to their supervisor;
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b.  The protection of public records in their custody through succession planning with
appropriate staff( e. g. department supervisor, knowledgeable staff, and

administrative or records personnel); and

c.   That all City public records are turned over as soon as practicable upon termination
of employment. This includes the return of any records stored on home computers,

portable devices, or portable media; whether owned by the employee or the City.

Supervisor

The employee' s supervisor or director, with assistance from the departing employee ( when
possible), knowledgeable department and administrative staff, or records staff shall ensure:

a.  Timely notification of HR, IT, and the City Recorder of the employee' s departure
through the completion of the Employee Separation Checklist in the intranet;

b.  That the departing employee' s records are identified, reviewed, and inventoried for
location, content, and disposition;

c.   The transfer and reassignment of all electronic records, including e- mail, and the
termination of the departing employee' s network access;

d.  The departing employee turns over all City public records as soon as practicable upon

termination of employment. This includes the return of any records stored on home

computers, portable devices, or portable media; whether owned by the employee or

the City;

e.  That removal of materials is limited to personal papers; and

f.   Any unauthorized removal, loss, or destruction of records is documented and
reported to the CRO.

Information Technology ( IT)

IT staff will work with the departing employee' s supervisor to assist with:

a.  The transfer of the departing employee' s electronic records, including e- mail and

network files, to the program supervisor or designated staff; and

b.  The termination of the employee' s access to computer files and servers.
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Knowledgeable Program Workers and Administrative Staff

Supervisors may involve program staff as necessary to ensure that:

a.  Active records are reassigned to another employee( s),

b.   Inactive and permanent records are entered into Laserfiche,

c.   Records are destroyed only if:

i.     they have satisfied retention requirements,
ii.     there is no pending litigation or conditional hold, and

iii.     the City destruction notice has been completed and approved.

d.   Information regarding unauthorized destruction or loss of records is communicated
to the supervisor and the CRO.

City Recorder' s Office

The CRO will consult and provide guidance to supervisors and employees regarding the
implementation and use of policy and procedures.

Procedures for Removal of Papers

a.  All records, originals and copies, are under the control of the City regardless of how

and by whom they were created or obtained.  Removal of documentary material must

be allowed by the Secretary of State retention schedule in accordance with the

provisions of this policy to ensure the City' s ability to claim privileges in litigation, to
claim Public Records Law exemptions, and to protect sensitive and classified
information.

b.  No documentary material, even though judged to be non- record material, shall be

withdrawn if this will create such a gap in the files as to impair the completeness of

essential documentation.  Indexes, or other finding aids, necessary for the use of the

official files may not be removed.

c. Personal diaries, which are really private records of public activities, should be
retained. When the matters dealt with in such work aids as office diaries, logs,

calendars, memoranda of conferences and telephone calls are covered elsewhere by

adequate records, such work aids may be removed provided they do not contain

information otherwise prohibited from removal. This applies to personal papers created

and/ or maintained on paper as well as in electronic format.

d. Extra copies ( photocopies, etc.) of records may be removed under certain

circumstances.  Prior to removal, it must be determined that no legal or policy reason
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exists that would prevent removal and that the record, or other necessary copies, is
available in the department.  If the copy is of a document originating with another

agency, the requirements of the originating agency must be determined.

e.  Any violation of the statutory and regulatory limitations placed on removal of

documentary material by City employees who resign or retire will be forwarded to the
HR Department.

f.  Records will not be disposed of while they are the subject of a pending request,

appeal, subpoena, or lawsuit under the Freedom of Information Act or the Privacy Act.
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Appendix A:  Glossary of Terms

ACTIVE RECORD

Records necessary to conduct the current business of an office and therefore generally
maintained in office space.

ARCHIVES

1. The records of an organization preserved because of their continuing or enduring value.

2. The organization or agency responsible for appraising, accessioning, preserving, and making
available permanent records. Also called Historical agency; in the U. S. Government, the
National Archives and Records Administration.

ATTACHMENT

Any computer file ( word processing, database, image, etc.) intentionally associated with, and
received as part of an e- mail message.

BACKUP

A copy of electronic records and data that are retained to protect an organization against loss
of the information. Backups can be stored on disks, tapes, or other machine- readable media.

CONFIDENTIAL INFORMATION

Includes, but is not limited to, any information, documents, recordings, or otherwise that is

exempt from public disclosure under ORS § 192. 501, 192. 502, ORS 646. 461 or other applicable

state or federal law.

CONVENIENCE COPY

An unofficial copy of a record maintained for ease of access and reference.

CUTOFF

Closing files at the end of the fiscal or calendar year, to permit their disposal or transfer as a

group or unit and to permit the establishment of new files. Commonly used in retention

schedules as in " cutoff files after project completion or in five year blocks."

DEPARTMENT

Department, office, commission, committee, board, advisory group, or other organizational

unit created by the City of Lake Oswego.

DEPARTMENT RECORDS MANAGER ( DRM)

Serves as the primary point of contact between the department and the CRO, performing a

variety of records management function.
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CITY RECORDER' S OFFICE ( CRO)

Manages the City' s system to retain and preserve records, coordinates responses to Secretary

of State about City records, communicates records information to the departments through

their department records liaisons and provides assistance on records questions.

DESTRUCTION

An action that occurs once a record' s retention period has expired. Possible actions include

transfer to permanent storage at the State Archives, shredding, recycling, or deletion.

DISCOVERY

Compulsory disclosure of documents in the possession of the other party once a legal action
has been initiated.

DISPOSAL

The actions taken regarding temporary records after their retention periods expire and

consisting usually of destruction or occasionally of donation.

DISPOSITION DATE

The date on which the records retention period for a given records series expires and the

records shall be disposed of by transferring to the State Archives for permanent storage,
recycling, or by deleting the records from the system.

ELECTRONIC RECORD

Any information that is recorded in a form that only a computer can process and that satisfies
the definition of a record.

END USER

Staff person who uses an electronic system to manage electronic records or data.

EVIDENTIARY

Documents which play a role that tend to prove outcome, exhibits or facts submitted, setting

forth activities of a public office.

EXEMPT

Certain public records that are in whole or in part restricted from public access. Exempt records

and conditionally exempt records are listed in ORS 192, and further defined in the Oregon
Administrative Rules.

FISCAL VALUE

The usefulness of a record in documenting an organization' s financial decisions and activities.
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INACTIVE RECORDS

Records no longer required to conduct business that are being maintained until their retention

periods are met in order to be disposed.

M ETADATA

Data that describes data including subject, date, editing history, and recipients of an e- mail or
other electronic record.

MIGRATION

The periodic transfer of data from one electronic system to another that retains the integrity of
the data and allows users to continue to use the data despite technological advances in the

hardware and software used to access the data.

MOBILE DEVICE

A piece of portable electronic equipment that can connect to the internet, especially a
smartphone or tablet computer.

NON- RECORDS

Non- records are documents that do not meet the definition of a record. Extra copies of

documents kept only for reference, stocks of publications, library or museum materials
intended solely for reference or exhibit are examples of non- records.

PERMANENT RECORDS

Records having sufficient historical or other value to warrant continued preservation by the

Federal Government beyond the time they are needed for administrative, legal, or fiscal
purposes. Sometimes called Historical or Archival records.

PERSONAL PAPERS

Documents belonging to an individual that are used exclusively for an individual' s own

convenience and not to conduct business. These are non- records and not City records.

POWER USER

Laserfiche designation that denotes responsibility for supporting the Laserfiche application at

the City.  Includes the City Recorder, Chief Technology Officer, and other IT staff.

PUBLIC RECORDS

Information, regardless of physical form, made or received by an organization in connection

with the business of the organization that is deemed worthy of preservation for its

documentary or informational value.

PUBLIC RECORDS LAW

Located within ORS 192, the law grants the public the right to inspect public records with the

exception of certain records listed in the act. The law states " every person has a right to inspect
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any public record of a public body in this state, except as otherwise expressly provided by ORS
192. 501 to 192. 505." ( ORS 192. 420)

RECORDS MANAGEMENT

The planning, controlling, directing, organizing, training, promoting, and other managerial
activities related to the creation, maintenance and use, and disposition of records to achieve

adequate and proper documentation of Federal policies and transactions.

RECORDS SERIES

A grouping of like records filed together because they relate to the same subject or function or

because they document a specific kind of transaction. Generally, record series are handled as a
unit for disposition purposes. They may deal with a single project or a function such as accounts

payable invoices for a specific year or labor reports for a specified period of time.

RECORDS SCHEDULE

A document that describes records and establishes a period for their retention.

RETENTION PERIOD

The length of time that a record is kept.

SOCIAL MEDIA

Interactive tools, software or applications that allow social interaction between persons for

content sharing, often in a collaborative manner. Interactive tools come in many forms

including, but not limited to: websites, RSS, blogs, wikis, photo- sharing, video- sharing, podcasts,

social networking, virtual worlds and micro- blogs.

TAXONOMY

Classification into ordered categories dealing with description, identification, and naming.

TRANSITORY DOCUMENTS

Transitory documents are documents of short- term interest having no evidential value. They
are disposable.

VITAL RECORDS

Records needed to ensure the continuity of essential functions during an emergency or disaster

and the resumption of normal business thereafter. These records protect the legal and financial

rights of an organization and of the individuals directly affected.

WEBLINK

Online searchable component of LASERFICHE that allows the public to research City records.
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